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8) TexHHYECKHE CpEJCTBA, MO3BOJSIONIHE OCYIIECTBIATh 00OpabOTKY NEpCOHATBHBIX
JIAHHBIX — CPEJICTBA BEITHCIIHTENBHOM TEXHUKH, HH()OPMALIHOHHO-BEIYHCITHTEIbHBIE KOMILIEKCEI
U CeTH, CPEJICTBA U CHCTEMBI [Iepe/iadi, preMa i 06paGoTKH [epCOHATBHBIX TaHHEIX (CPEICTBA
M CHCTEMBl 3BYKO3QlINCH, 3BYKOYCHJICHHS, 3BYKOBOCIIDOM3BEICHHS, IIEPETOBOPHEIE H
TENIeBU3MOHHBIE YCTPOUCTBA, CPE/CTBA U3TOTOBIICHUS, THPAXKUPOBAHHUS NOKYMEHTOB M Jpyrue
TEXHHYECKHE CpeICcTBAa 00palOTKH pedeBoif, rpaduyeckoi, Buaeo- M OyKBeHHO-UH(POBOH
HH(OPMALMH), TPOrpaMMHBIE CpPEJACTBA (ONEpALHOHHBIE CHCTEMEI, CHCTEMBI YIpPaBJICHHS
6a3aMu JaHHBIX M T.IL.), CPEJCTBA 3alMTH WHMOPMALKH, NPUMEHsSEMbIe B HH)OPMAIMOHHEIX
cHcTeMax.

3. bBe3omacHOCTh  MEpPCOHANIBHEIX  JAHHBIX  JIOCTHTAeTCs  IyTeM  HMCKIIOYECHHS
HECAaHKIIMOHMPOBAHHOTO, B TOM YHCIE CIY4YaiHOro, JOCTyna K HEpPCOHAILHBIM JIaHHBIM,
Pe3yJIbTaTOM KOTOPOTO MOXET CTaTh yHHYTOXKCHHE, H3MEHEHHE, GJIOKMPOBaHUE, KOMPOBAHHE,
PacIpoCTpaHeHHE IePCOHANBHBIX JAaHHEIX, & TAKKE HHBIX HeCAHKIIMOHMPOBAHHBIX ICHCTBHUIL.

Be30macHOCTs IepCOHANBHBIX JAHHBIX PH HX 06paboTke B MH(MOPMAIMOHHBIX CHCTEMaX
ofecrieynBaeTCss C IOMOMIBIO CHCTEMbl 3aIUTHl IEPCOHANBHBIX JAHHBIX, BKIIOYAIOIIEH
OpraHM3alHOHHBIC MEPHl M CPEJCTBA 3alIMTH HH(pOpMAIMH (B TOM YHCIe MH(POBATbHEIE
(xpunTorpaduyeckue) cpeacTBa, CpeCTBA MPEJOTBPALCHHs HeCAHKIIHOHHPOBAHHOTO JIOCTYTa,
yTeuKkH WHOOPMAIMH MO -TEXHMYECKUM KaHANaM, NPOrpaMMHO-TEXHHUCCKHX BO3JCHCTBHI Ha
TeXHHYECKHE CpeJIcTBa 00pabOTKHM NepCcOHANbHBIX JaHHBIX), a TAKKe HCIONb3yeMble B
HHPOPMALIMOHHON cHcTeMe HH(POPMAIMOHHBIE TEXHONOTMH. TexXHHYeckHe M MNpOrpaMMHBIE
CpEJICTBA JIOJDKHBI YIOBJIETBOPATH YCTAHABIMBAEMBIM B COOTBETCTBHHM C 3aKOHOIATETHCTBOM
Poccuiickoit ®enepamn TpeboBanmsM, 00eCneYMBAIONMM 3aUTY HHGOPMAIIUK.

Jins  obecnedenus 0Ge30macHOCTH NEPCOHANIBHBIX JAaHHBIX INIpH HX 006paGoTke B
HHPOPMAIHOHHEIX CHCTEMaX OCYIIECTBIETCS 3allHTa pedeBoil MHOpMAlMK H HH(OPMAIHH,
oGpabaThiBaeMON TeXHHUECKHMH CPEJCTBAMH, a TakKe HH(OPMALHH, IIPe/ICTABICHHOM B BUJE
MHOPMATHBHBIX 3JIEKTPHYECKUX CHTHAIOB, (M3MYecCKHX moneil, HocHTenei Ha GyMaKHOM,
MarHHTHOM, MarHUTHO-ONTHIECKON M HHOIl OCHOBE.

4. PaGotel o ofecredennio 6e30nacHOCTH NEepPCOHANBHEIX JaHHBIX NPH HX 00paGoTke B
MHQOPMAIMOHHEIX CHCTEMaxX SBISIOTCS HEOTBEMJIEMOM 4YacThio paboT MO  CO3JaHMIO
HH(POPMAIIMOHHBIX CHCTEM.

5. WudopManuoHHBIE CHCTEMBl KIACCHOUIMPYIOTCS B 3aBHCHMOCTH OT o0Bema
o6pabaThiBaeMbIX HMH IEPCOHAIBHBIX JAHHBIX M Yrpo3 0€30IaCHOCTH >KH3HEHHO Ba)KHBIM
MHTEpECaM JIHIHOCTH, OOIIeCTBA H TOCy1apCTBa.

Tlopsimox mpoBeneHus KiaccH(pHKalud HHPOPMALMOHHBIX CHCTEM YyCTAaHABIIMBACTCS
coBmecTHO DeepanbHOH Ciry k60l N0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTpomo, Peepanboi
cmyxboit GesomacHoctn Poccumiickoif ®enepaunun ¥ MHHHCTEPCTBOM HH(MOPMAIMOHHBIX
TeXHONOrWH u cBsa3u  Poccmiickoit ®enepammu  (Tpukas denepanbHoit  ciykOs 110
TEXHAYECKOMY M OSKCIOPTHOMY KoHTpomo Ne55, ®enepanbHoil ciykGbl Ge3onacHOCTH
Poccuiickoit ®emeparmn Ne86 u MunucTepeTBa HHPOPMALMOHHEIX TEXHOJNOTHH M CBA3H
Poccuiickoit ®eneparuu No20 ot 13.02.2008 r. "OG yTBepXKIEHHH NOPSAKA MPOBEACHUS
KyaccH(puKaniu HHQOPMAIIMOHHEIX CHCTEM NIEPCOHATBHEIX JAHHBIX'").

6. OOMeH nepcoOHANbHEIMM JaHHBIMH NPH HX 00paboTke B MH(POPMALMOHHBEIX CHCTEMaX
OCYIIECTB/ISETCS 110 KaHajlaM CBSI3H, 3allMTa KOTOPBIX OGECHeYHBACTCS IIyTEM pealH3alliu
COOTBETCTBYIONIMX OPraHM3alMOHHEIX MEp 1 (MJIM) IyTeM NPHMEHEHUs TEXHUYECKHX CPEJICTB.

7. Pasmemenue WHGOPMALMOHHEIX CHCTEM, CIIEHMalbHOE OOOpPYJAOBAHHE M OXpaHA
MOMEIIeHNH, B KOTOPEIX BeeTcs paGoTa ¢ MepCOHaNIbHBIMU JaHHBIMH, OPraHH3allus PeXHMa
obecrieueHHss GE30MACHOCTH B OTHX IIOMEUICHHSX JOJDKHEI OOECleYnBaTh COXPaHHOCTH
HOCHTeNIell TEePCOHANBHBIX JAHHBIX M CPEICTB 3allMTH MH(POpMANMH, a TaKkKe HCKIIOYaTh
BO3MOJKHOCTh HEKOHTPOJIMPYEMOr0 MPOHUKHOBEHMS MM NpPEOBIBAHMS B 3TUX MOMEIICHUAX
TOCTOPOHHHUX JIALL.

8. OGpasoBaTenbHOE yupexJeHHE 00s3aHO oOecreunBaTh GE30NMACHOCTH MEPCOHATBHBIX
JIaHHEIX IPH BX 06paboTke B HH(POPMAIMOHHOM cHCTEME

9. TIpu o6paboTKe IMEPCOHANBHBIX NAHHBIX B WHOOPMAIMOHHON CHCTEME JODKHO OBITH
obecnedeno:



ПОЛОЖЕНИЕ

и
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 VTBEPXKJIAIO!
Jlupekrop MOY Capaesckast COLL
~ JL.H.KoponskoBa

R

MOJIO)KEHUE o S—
OB OBECIIEYEHHMH BE30ITACHOCTH ITEPCOHAJIBHBIX I[AHHHX IIPA X
OBPABOTKE B MFHOOPMAIIMOHHBIX CHCTEMAX IIEPCOHAJIBHBIX JAHHBIX
OBPA30BATEJIbHOI'O YUPEXJIEHUS

1. Hacrosmee ITonoxenne ycranaBnupaeT TpeGoBaHHs K obecriedeHMiIo 6e30macHOCTH
TIEPCOHATBHBIX JAHHEIX IPH HX 00paboTke B MH(OPMALMOHHEIX CHCTEMaX IEPCOHANBHBIX
JIaHHBIX B 00pa30BaTeIbHOM YYPEXKICHHH.

Hacrosmee ITonoxenne pa3paGoTaHO B COOTBETCTBHH C TpeGoBaHHAMH (DenepaabHOro
sakona "O mepcoHambHBIX JaHHBIX" u [lonokenus 06 obecrnedennn 6e30macHOCTH
NepCOHANBHBIX JAaHHBIX IPH HX 00paboTke B MH()OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX
JIaHHBIX, YTBEPIKAEHHOTO nocTaHoBIeHHeM [IpaButenscta PO ot 17 Hos6pa 2007 r. Ne781.

2. OCHOBHEIE TEPMHHBI, HCIIOJIb3yeMEIe B HacTosmIeM IlonoxeHuH:

1) mepconanbHBIe MaHHBIE — JH00as HHPOPMAIMs, OTHOCAIASNCS K ONMPEIEICHHOMY HIIH
OmnpesieNiIeMOMY Ha OCHOBaHMM Takodl uHQopmarmm ¢usmyeckoMy nmmy (cyOBeKTy
MepPCOHANBHBIX TAaHHEIX), B TOM 4HCJIE ero (haMHIus, UM, OTYECTBO, TOJI, MECAIL, JlaTa H MECTO
POXJIEHHUs, aJpec, CeMeifHoe, COIHMalbHOE, HMMYIIECTBEHHOE MOJNOXKeHHe, O0OpasoBaHue,
npodeccus, TOXOIBI, Apyras HHPOPMAIHS;

2) ob6paGoTKa MEpCOHANBHEIX JAHHBIX — JAEHCTBHS (ONepanuu) C TNepCOHATBHEIMH
JIaHHBIMH, BKJIIOUasi cOOp, CHCTEMATH3AIlHIO, HAKOIUIEHHE, XpaHEHHUE, yTOYHeHHe (0GHOBIIEHHE,
H3MEHEHHUE), HCIIONB30BaHME, PaclpocTpaHeHHe (B TOM YHCIe Iepelady), 00e3nuuHBaHHE,
GJI0KMPOBaHKE, YHHUYTOXKEHHE NIEPCOHANBHBIX JIAHHBIX;

3) pacmpocTpaHeHHe IEepCOHANBHBIX IAHHBIX — ACHCTBHS, HANpaBJIeHHblE HA Iepenady
MepCOHANBHEIX JaHHEIX ONpe/eeHHOMY Kpyry JIMI (Tlepejjaya MepCOHANBHBIX JAHHBIX) MM Ha
O3HAKOMJICHHE C II€PCOHAJBHBIMM JAHBHIMH HEOrPAHMYEHHOTO Kpyra JIMI, B TOM YHCIE
00HapOJIOBaHKE MEPCOHANBHBIX JAHHBIX B CPEICTBAX MAccOBOH MH(OpMALMH, pa3MeleHHe B -
MH(DOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX ~ CETAX MJM  NPEJOCTABIEHME JIocTyma K
MepPCOHATBHEIM IAHHBIM KaKUM-THO0 HHBIM CrIocoOoM;

4) MCnoNb30BaHHE NEPCOHANBHBIX JAHHBIX — JEHCTBHA (ONEpaluH) ¢ MEePCOHATBHBIMH
JIAHHBIMH, COBEpIIaEMble B IEJIAX NPHHATHS PEINCHHH WM COBEPIICHHS WHBIX JCHCTBHH,
MOPOXKAAIOMIKX FOPUINYECKHE IIOCIEJCTBHSI B OTHOLICHHH CYOBEKTa MEPCOHATBHBIX JaHHBIX
MIM ApyrHX Jmn G0 HMHBIM 00pa3oM 3aTparMBalolMX MpaBa M cBoOOABl cyObekTa
TEPCOHAJILHBIX JAaHHBIX WIIH HPyrﬂx JIALL

5) OnokWpoBaHME NEPCOHAIBHEIX JAaHHBIX — BPEMEHHOE Ipekpamenue cbopa,
CHCTEMaTH3aIlMK, HAKOIUICHHS, MCIOJIB30BAHMS, PACIPOCTPAHEHHS INEPCOHATBHEIX JIaHHBIX, B
'TOM 4HCIIE UX TIepe/Iadn; -

6) YHHYTOXXCHHE NEPCOHANBHBIX JaHHBIX - ACHCTBHS, B PE3ybTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBHTh  COJEPXKAHHE MEPCOHAJBHEIX JaHHBIX B  HMH(QOPMALMOHHOH  CHCTeMe
[epCOHANBHBIX NAHHBIX MM B Pe3yJbTaTe KOTOPHIX YHHUTOXKAIOTCS MATePHATbHBIC HOCHTEH
ﬂCpCOHaﬂbelX JaHHBIX]

7) mHpOpMAUHMOHHAS CHCTEMAa MEPCOHANBHBIX JAHHBIX — HMH(pOpMALMOHHAs CHCTEMa,
IpeicTaBIsomas co60i COBOKYIHOCTB MEPCOHANbHBIX JAHHBIX, CONEPXKAmMXcs B 6a3e JaHHBIX,
a TaKKe HHPOPMALMOHHEIX TEXHONOTHI H TEXHHYECKHX CPE/ICTB, MO3BOJIIONINX OCYIIECTBIIATh




[image: image2.png]a) IpOBe/IeHHE MEpONPHSITHI, HaInpaBJIeHHBIX Ha NpefOTBpALCHHE
HECaHKIIMOHMPOBAHHOTO JOCTYNa K NEePCOHAIbHEIM JIaHHBIM M (MJIM) Tepe/ladd HX JIHIaM, He
MMEOIIHM MPaBa J0CTYIA K TaKoi HHOpMALIL;

6) cBoeBpemeHHOe oOHapykenue (AKTOB HECAHKIMOHMPOBAHHOTO JOCTYma K
TIepCOHAIBHBIM JJaHHBIM;

B) HEJONYIIEHHE BO3JAEHCTBHS Ha TEXHHYECKHE CpEICTBA ABTOMATH3HPOBAHHOM
00pabOTKH NEpCOHANBHEIX IAHHBIX, B pe3ysibTaTe KOTOPOrO MOMKET OBITh HapyIIEHO HX
(yHKIMOHMPOBaHHUE;

r) BO3MOXXHOCTH HE3aMEUIMTENBHOIO . BOCCTAHOBIICHHSI MEPCOHAIBHBIX  JIAHHBIX,
MOM(HIMPOBAHHBIX MM YHUYTOKEHHBIX BCJIEICTBHE HECAHKIMOHUPOBAHHOTO JOCTYTA K HAM;

J) TIOCTOSIHHEIM KOHTPOJIb 3a OOECIeYeHHEM YpPOBHs 3allHUICHHOCTH MEPCOHANBHBIX
JIQHHBIX. :

10. Meponpustust 1o obecnedeHnio Ge30NacHOCTH MEePCOHANBHBIX JAHHBIX NPH HX
0o6paboTke B HHYOPMAIIHOHHBIX CHCTEMaX BKJIIOYAIOT B ceOs:

a) ompeeNeHHe yrpo3 Ge30macHOCTH TNEPCOHANBHBIX JaHHBIX NpH HX 00paGoTKe,
(hopMEpOBaHNE HA HX OCHOBE MOJEIH yTpo3;

6) pa3paboTKy Ha OCHOBE MOJENH YrpO3 CHCTEMBI 3AlUTHl [EPCOHATBHBIX JAHHBIX,
obecnieunBaromieil HEHTPaTH3alMIO NPEANONATAEMBIX YIrpo3 C HCIONb30BAHHEM METOIOB H
€roco6oB 3alUTHl MEPCOHATBHBIX JAHHBIX, PEYCMOTPEHHBIX JUIS COOTBETCTBYIONIErO Kiacca
HHOOPMAIHOHHBIX CHCTEM; -

B) TpPOBEPKY TOTOBHOCTH CpPEJACTB 3aNMTHl MH(POPMANMH K WCHONB3OBAHMIO C
COCTaBJICHUEM 3aKJIFOUEHHH O BOBMOXKHOCTH MX SKCILTyaTalluH;

I') YCTaHOBKY M BBOJ B 3KCILIyaTallMIO CPEACTB 3alIUThl HHPOPMAILMH B COOTBETCTBHH C
9KCIUTyaTallHOHHOM U TEXHHYECKOH IOKYMEHTALHEH;

) ofydYeHHe JHMI, MCIONB3YIOUMX CPEICTBA 3alIMTH HH(pOPMAIMH, NPUMEHAEMBIE B
HHGMOPMALMOHHBIX CHCTEMAX, IPABHIIaM PabOThI C HUMH;

€) y4eT IPUMEHSEMEIX CPE/ICTB 3alUTH HHOOPMAIHH, IKCIUTYaTAIMOHHOMK U TeXHHUECKOH
JIOKYMEHTAIIMH K HAM, HOCHTEJIeH IIePCOHANBHBIX JAHHBIX;

XK) ydeT JIHI, JOMyIIEHHBIX K paboTe ¢ NMEPCOHANBHBIMH JAHHEIMH B HH(QOPMAIHOHHON
cHCTeMe;

3) KOHTPOJIb 3a COOJIIONEHHEM YCIIOBHiA HCIIONB30BAHHS CPEJICTB 3aIIUTHl HH(OpPMAIHH,
TIPE/lyCMOTPEHHEIX 3KCILTYaTallAOHHON M TEXHHYECKOH JIOKYMEHTAIIHEH;

u) pa30MpaTeNbCTBO M COCTABJCHME 3aKMOYCHHH MO (hakraM HecoOMOfeHus ycnoBuid
XpaHeHHs] HOCHTEJIeH IepPCOHATIBHBIX JAaHHBIX, HCIOJb30BAHMS CPEJICTB 3alllUTH HH(pOpMAaIuH,
KOTOpEIE MOTYT NPHBECTH K HApyIICHHIO KOH(MHICHIHATHHOCTH NMEPCOHATBHBIX NAHHBIX HIH
JIDyTHM HapyIIEHHsM, NPHBOJAIIMM K CHIDKEHHIO YPOBHS 3alllMIIEHHOCTH MEPCOHATBHBIX
JIaHHBIX, Pa3paboOTKy W NPHHATHE MEP 10 NPEJOTBPALIEHHIO BO3MOXKHBIX OIACHEIX ITOCHE/ICTBH
TOOGHEIX HAPYIICHHI;

K) OTMCAHME CHCTEMBI 3aIlATHI NIEPCOHANBHBIX JIAHHBIX.

11. Jins pa3paGoTKM M OCYLIECTBIIEHHs MEPOIpPHSTHH IO obecredeHuio 6e30macHoCTH
NEpCOHANBHBIX JAHHEIX NPH HX 00paboTke B HMH()OPMALMOHHONW CHCTEME Ha3HAaYaeTCs
JIOJDKHOCTHOE JTHIIO (PabOTHHK), OTBETCTBEHHBII 3a obecnedenne 6e30MacHOCTH MePCOHATBHEIX
JIAHHEIX.

12. Jlyuma, [OCTYn KOTOPHIX K IMEPCOHANBHBIM JaHHEIM, O00OpaGaThIBaeMBIM B
MHQOPMAIMOHHOM  CcHCTeMe, HeoOXOAMM JUIS  BBINOJHEHHS CHYXeOHBIX  (TpYyIOBBHIX)
00s3aHHOCTEH, JONMYCKAIOTCH K COOTBETCTBYIOIIMM IMEPCOHANBHBIM JAaHHBIM HAa OCHOBaHHH
CIIHCKA, YTBEPKACHHOTO PyKOBOJHUTEIEM 00pa3oBaTEIHOTO YUPEXKICHHS.

13. 3anpocsl nmosnb3oBateneli HHGOPMALMOHHOM CHCTEMBl Ha MOTyYEHHE MepPCOHANBHBIX
JIAHHBIX, BKIIOYAs JIML, yKA3aHHBIX B MyHKTe 12 Hactosuero ITonmoxkenus, a Takke (akTel
NpEeJOCTAaBICHNS  IEPCOHANBHBIX  JAHHBIX 1O  STHM  3a0pocaM  PErHCTPUPYIOTCS
ABTOMATH3HPOBAHHBIMH CPEICTBAMH HMH(pOPMAIMOHHOM CHCTEMBl B 3JIEKTPOHHOM JKypHale
obpamennii. ComepxaHne 3JIeKTPOHHOTO XKypHala OOpalleHH# TEPHOIMYECKH MpOBEpSETCS
JIOJDKHOCTHBIM  JTHLOM  (pabOTHHKOM), OTBETCTBEHHBIM 3a obecredenue 6e30MacHOCTH
TIePCOHATBHBIX JIaHHBIX.

14. Tlpu oGHapyXEHHH HApYUICHHUH MOpPANKA MPEAOCTABJIECHHSA MEPCOHATIBHBIX AAHHBIX
ofpa3oBaTeNibHOE  YYPEXKJIEHHE  HE3aMEUIMTENbHO TNPHOCTAHABIMBAET  TNPEJOCTABIEHUE




[image: image3.png]MEePCOHANBHEIX JAHHBIX IONB30BATENAM HH()OPMAIHOHHOH CHCTEME! 1O BHISBIEHHS IPHYHH
HapyMEHNH ¥ YCTPAHSHHUS STHX IPHYHH.

15. Peanusamms TpeGoBauuif o obecredeHuio 6e30MacHOCTH HHYOPMALMH B CPE/ICTBAX
3aMMTH KHGOPMAIIMH BO3JIAraeTes Ha UX pa3paboTUMKOB.

16. K cpemcteam 3amuThl HH(pOpPMALMHM, TpENHA3HAYCHHHIM JUI ObecHeueHus
6e30MacHOCTH TEPCOHANBHBIX JAaHHBIX NpH uX 00paboTke B HMH(DOPMALMOHHBIX CHCTEMAX,
MPHUJIAraloTcs NpaBHia MONb30BAHMSA OTHMH CPEJACTBAMH, coryacoBaHHBIe ¢ ®DexepanbHOi
cinyxGoii O TEXHHIECKOMY H SKCHOPTHOMY KOHTposo i desepanbroii ciyxGoi GezonacHocTu
Poccuiickoi @eziepanuy B npeesax uxX MOJTHOMOYHH.

W3menenne ycnoBuil NMPUMEHEHHS CPEJCTB 3alMTHl WHQOpMaMH, npenycmmpennux

YKa3aHHBIMH ~ TIPAaBHJIAMH,  COIJIACOBBIBAETCA €  ITHMH  (eJiepajibHBIMH  OpraHaMu
HCTIOTHUTENBHOM BIACTH B Npe/ieaX UX MONTHOMOUKH.
17. Cpencra 3ammTel HH(OPMALMH, NpeJHA3HAYEHHEIE U obecredeHHs 6e30macHOCTH
TIEPCOHANBHEIX IAHHBIX NPH MX 00paGoTKe B MHPOPMAIMOHHEIX CHCTEMAX, MOMIEKAT YUeTy ¢
HCIIONB30BAHHEM HHIEKCOB HJIH YCIOBHBIX HAWMEHOBAaHHH M PErMCTPAMOHHBIX HOMEPOB.
[lepeuens MHIEKCOB, YCIOBHEIX HAMMEHOBAHMI M PErMCTPAUMOHHBIX HOMEPOB ONMPENEIAETCS
DeepalibHOI CIIyXKOOH IO TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOIIio U PesepanbHoil ciyx6oi
GesonacHocTn Poccuiickoit desiepaliuu B npejienax X MOITHOMOYHIA.




